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1/0 . JoAttach-
N DeviceToDeviceStack (IN SourceDevice, IN Target-
, s Device) o ,
s if(irpsp— >MajorFunction =IRP M] CREATE &.&.
, , irpsp— >MajorFunction =IRP M] CLOSE &-&.
2 irpsp— >MajorFunction =IRP M] READ &.&.
i P25 ) irpsp— >MajorFunction =IRP M] WRITE &.&.
l 1O T 28 |')‘]+é‘”""""III """"
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v return SF IRP PASS;
| IR G ) | IRP.
v
| W | ’ ’
v
[ e L | :
if(Irpsp— >>MajorFunction==IRP M] READ&-&.
2 (irp—>Flags&.(IRP NOCACHE|IRP PAGING
3.2 XMHEWMMBEEIA I0|IRP SYNCHRONOUS PAGING 10)))
Windows ) {
s EncryptReadPre(irp, Irpsp);
. R ;
(3]

DriverEntry (IN DriverOb-

ject, IN RegistryPath), Dis-
patchRutine (IN DeviceObject, IN irp),
XXXUnload (IN DriverObject) ,
s DriverObject
; RegistryPath
Unicode( ) )
; DeviceObject R
; irp 1/0
) (read),
(write) , (open) , (close)
, I/0
(@D

82

if(Irpsp— >>MajorFunction==IRP M] WRITE&.&.
(irp— >Flags& (IRP NOCACHE|IRP PAGING
IO]IRP SYNCHRONOUS PAGING 10)))

{
EncryptWritePre(irp, Irpsp, context)
}

if (Irpsp— >MajorFunction==IRP M] READ)

{

EncryptReadPost(irp, irpsp) ;

;

else if (Irpsp— >MajorFunction==IRP M] WRITE)
{

EncryptWritePost(irp, Irpsp, context) ;

}
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. 1/0 : . {// MDL ,
R o buffer=MmGetSystemAddressForMdlSafe(irp— >Md-
IRP — > MdlAddress 1Address,
, NormalPagePriority) ;
, Encrypt mdl= EncryptMdIMemoryAlloc(length) ;
, , , Encrypt  buffer = MmGetSystemAddressForMdlSafe
s s (Encrypt mdl,
. MDL NormalPagePriority) ;
( ) }
, else
, , {// , ,
, . UserBuffer
IRP— > UserBuffer . buffer=irp— > UserBuffer;
, Encrypt buffer = ExAllocatePoolWithTag ( NonPaged-
, Pool,length,CF MEM TAG) ;
. ;
WindowsNT  XP . RtlCopyMemory(Encrypt buffer, buffer,length) ;
3 ; //

FipE eeseeesceees

M= . EncryptReadPost(irp, Irpsp)

// )

BOOLEAN EncryptReadPost (PIRPirp, PIO STACK
LOCATION Irpsp)

FAST DO VMM I 3%

B ORE, |— AR

ASSERT (irp— >UserBuffer =NULL | |irp—>Md-

3 IAddress =NULL);
EncryptWritePre Cirp, Irpsp, con- if(irp— >MdlAddress =NULL)
text) : Encrypt buffer= MmGetSystemAddressForMdlSafe (irp
BOOLEAN EncryptWritePre ( PIRP irp, PIO —>MdlAddress,

STACK LOCATION irpsp, PVOID* context) NormalPagePriority) ;

{ ...... else

""" Encrypt buffer=irp— >UserBuffer;

// o //

ASSERT(irp— >UserBuffer =NULL| |irp—>Md-  «eeeeeeeenns
IAddress =NULL); // : ,

if(irp—>MdlAddress =NULL)
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//for(i=0;i<length; +—+1)
//Encrypt buffer[i]"=0X77;
}
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